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1. INTRODUCTION:  

Nowadays the rapid development in the technology is surrounding the information technology enabled services. 

The information technology is based on the data, and there are lots of issues which are associated with the security of 

data during the transportation. As we know that cloud is one of the latest technologies which provide all the facilities 

via internet. So all the things are based on the data.   In the epoch of cloud computing is security of data on internet is 

one of the major concerns about the data storage and services providing through the data transportation as services. The 

encryption is most influence loom to achieve data security and privacy. Basically an encryption method is used to 

conceal the unique content in such a way that the original data is recovered only through decryption process. The 

encryption be able to be put into operation by using a number of alternate methods, shifting technique, or mathematical 

operations. By means of apply these methods one can produce a diverse form of data which may be hard to recognize 

during the transportation. The primary or initial data is known as the plaintext and the encrypted data is called as cipher 

text. The symmetric key base algorithms are sometimes used for performing encryption activities.    

 

2. CRYPTOGRAPHY: 

The encryption and decryption process is accountable under the cryptography, it is the knack of attain security 

through encoding data to compose them in non-readable form. This is a method that permits one to encode / encrypt the 

data which can again decrypt exclusive to support of sender. The process of cryptography is not only protects the data 

but also give s authentication. The communication and network technology is one of the essential part of the cloud 

technology.  As the communication network technology has been is on peak, there is a need to send much data by means 

of the Internet. Information can be perused and comprehended with no exceptional measures are called plaintext. 

Cryptography assumes an imperative job uncertain correspondence over the system and it gives a best answer for offer 

the fundamental assurance against the information interlopers. Cryptography is the study of anchoring information.  

Cryptography is method for embedding arithmetic to encode and unscramble information. Cryptography gives 

you to store touchy data or transmit it over the unreliable systems so that can't be perused by anybody with the exception 

of the expect beneficiary. Traditional cryptanalysis includes a fascinating blend of expository thinking, utilization of 

scientific instruments, design discovering, persistence, assurance, and good fortune. Cryptanalysts are additionally 

called assailants. Cryptology grasps both cryptography and cryptanalysis [3, 4]. Amid correspondence, the sender plays 

out the encryption with the assistance of a common mystery key and the beneficiary plays out the unscrambling. 

Cryptographic calculations are comprehensively delegated Symmetric key cryptography and Asymmetric key 

cryptography. This area explains about administrations and systems of cryptography, processing approaches of plaintext, 

key distribution and cryptanalysis. 

 

3. CRYPTOGRAPHY SERVICES : 

Cryptography gives various security administrations to guarantee the protection of information. That why 

because of security advantage of cryptography, is broadly utilized now a days. There are following administration of 

Cryptography talked about beneath:  
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 Authentication: The data gotten by any framework needs to check the character of the sender that whether the 

data is touching base from an approved individual.  

 

 Access control: The Prevention of unapproved utilization of an asset i.e. this administration controls who can 

approach an asset, under what condition access can happen, and what those getting to the asset are permitted to 

do.  

 

 Confidentiality: Transmitted Information must be gotten to just by the approved party.  

 

 Integrity: Just the approved party is permitted to alter the transmitted data.  

 

 Non-Repudiation: Gives insurance against dissent by one of the elements engaged with a correspondence of 

having taken an interest in all or part of correspondence. 

 

4. SYMMETRIC ENCRYPTION AND DECRYPTION: 

This is one of the fundamental key techniques for encryption, in this technique one of the identical key is utilized 

for mutually encoding and decoding of messages. The advantages of the symmetric algorithms are that they don’t have 

excessively computing power. Also it is notices that it workings by means of far above the ground speed in encoding. 

The symmetric key encoding or encryption works in two form either as the block ciphers or as the stream ciphers.  

 

 
 

Figure-1: A Fundamental process of Cryptography 

 

In general mode the block cipher form gives; entire data is separated into quantity of blocks. It is found on the 

size of the block the key is given for encryption. In the context of the stream ciphers method data is separated in the 

little bits sets and randomized form of the dataset will works for encryption. The symmetric key is one of the faster form 

for cryptography and also secure and easy for the system operating.  There are 2 prerequisites for secure utilization of 

regular encryption:  

We require a solid encryption algorithm – the rival ought to be notable decode cipher text or to find the key 

regardless of whether s/he is in the ownership of various cipher texts together with the plaintext that created each cipher 

text.  
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Figure-2 – Algorithm for Encryption 

 

Sender and receiver more likely than not got duplicates of the secret key in a secure manner and must keep the 

key secure. On the off chance that somebody can find the key and knows the algorithm, all correspondence utilizing this 

key is coherent  

We expect that it is illogical to unscramble a message based on the cipher text in addition to learning of the 

encryption/decoding algorithm, i.e. we don't have to keep the algorithm secret; we have to keep just the key secret. 

 

5. CONCLUSION : 

This paper tries to give a perception of cryptography and significance of the cryptography in the network and 

data security. The process if cipher text is described here. The role and importance of cipher text in the cloud computing 

is also described here in the brief. The b  

Lock diagram for the encryption and decryption is given here with the extension of algorithmic view of the 

process.  The algorithm for encryption is able to encode the type of data being communicated and kind of conduit 

throughout which data is being communicated. The chief aspiration of this very basic article is to give primary facts 

about the cryptographic algorithms and symmetric key encryption techniques. 
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