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Removable Drive Blocker Application for Virus Detection  
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1. INTRODUCTION:  
In recent days the removable drives have become the most excellent device for storing the data. Along with 

storing sensitive data, these drives can also store harmful viruses. Computer viruses are manmade destructive 
computer programs which are purposely made to contaminate computer systems and cause trouble for innocent 
computer users. Hence removable drives have become one of the most common means of malware attacks on 
computers for the last few years. These computer viruses propagate themselves without user’s consent. It spreads 
automatically infecting the entire system and spreading to other connected systems. The greatest security risk of 
Removable Drive is traditional malware to spread. The drive is not but it can contain files that are malicious in nature.  
 Various software’s known as anti-virus are available in market. These are used to detect and remove viruses 
from the computer system. The major role of an anti-virus is protecting file by being affected by viruses, virus 
scanning and detection, removing virus from infected files and recovering damaged files and objects. They employ 
different techniques to detect viruses for providing security to computer system. Antivirus software’s can detect 
known virus properly but in case of unknown viruses they are not that much strong. Whenever a removable drive is 
attached to a computer system anti-virus software is activated. This software scans the whole drive and if any virus is 
detected then it is removed\repaired. While this process of scanning a drive is in route the user can open the drive. It 
means that before detection of virus user can open the drive which will lead to spread the virus, thus corrupting the 
whole system. Due to this reason Removable Drive Blocker application came into picture. 
 It is an application which consists of enable/disable facility for removable drives. This application needs anti-
virus software installed on the computer, it must be updated also. When user connects removable drive to machine, 
anti-virus software will start inspecting the drive. Removable Drive Blocker application will not allow the user to open 
the drive unless the drive is fully scanned. After the detection of viruses and on their successful repair the removable 
drive will be enabled. This application will take help of anti-virus software’s log file which contains data related to 
removable drive scan. Anti-virus software’s are not capable to repair all the viruses. This application will block the 
drive immediately as soon as it detects un-repaired virus 

 
2. LIMITATION OF CURRENT ANTIVIRUS: 

Anti-virus Detection Methods have a few chief problems. Most of techniques are better against known viruses 
and not good against unknown viruses. They take more amount of time to scan a drive for viruses. Antivirus 
software’s database must be updated very often to stay effective 
 

 

3. FLOWCHART: 

Abstract: Removable drive requires less user interface to install on a system than other types of hardware 

devices. They have become the most common means of storing data.  They can store large amount of information 

as well as malwares. Removable drive has turn out to be a new transporter in spreading computer viruses. 

Whenever a malicious removable drive containing malwares is attached to computer, it can corrupt data or the 

whole system. With the necessity to protect system from removable drives containing malwares, Removable Drive 

Blocker came into existence. It will detect virus with the help of antivirus software present on the screen and will 

block the device immediately 
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Fig.1 System Flow 

 

First install the application on the computer. User’s computer needs an updated anti-virus database in order to 
successful accomplishment of this software. When a removable drive is attached Removable Drive Blocker 
Application starts its working. At first it restricts drive so that user cannot open the drive. Updated anti-virus software 
present on the computer scans the whole drive. This application fetches this log file consisting data related to 
removable drive scan. If any virus is detected then the anti-virus tries to repair it. After successful removal of viruses 
the application enables the removable drive and user can open and start using it. If anti-virus software is not able to fix 
the virus present in the device then the application will restrict access to removable device. The basic system flow is 
shown in Fig.1 above. 
 

4. CONCLUSION: 
As the number of removable drives has increased, the percentage of the removable drives being infected by 

viruses has also increased simultaneously. The convenience of USB from a user’s perspective also makes it 
convenient for an attacker [6]. Anti-virus software can help against some known viruses but are not complete 
solutions. As there is no guarantee, to ensure that anti-virus software will repair all the viruses in removable drive. The 
proposed Removable Drive Blocker solution package helps to secure computer system from unrepaired viruses by 
anti-virus software present on the system 
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