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Abstract: Data security in the private cloud is one of the major concerns for the present time. Lots of techniques
are available in the vicinity of the same. Advancements in the data security are continuous but advancements
sometimes create complexity also. So always there is need of advanced but easy to understand technology. To
improve the previously mention effort there is requirements to expand the work. The proposed work is used for the
audio and video file also except text file and Image file. The proposed work implemented with a dual side
synchronized process of data communications, here two level RBBLES algorithm has been applied to encode gray
scale image..
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1. INTRODUCTION:

To enhance the previously mentioned work in the area of the data security and image processing there is need
to extend the work in the all facet. It is obvious that data security in the private cloud is one of the key issues for the
user in present. Plenty of methods are exists in the surrounding area of the same. Always there is need of advanced but
easy to understand technology. The proposed work is used for the audio and video file especially including text and
Image file. So there is big challenge to implement the security process the extended form. Again the implementations
with video file need more efforts to done it in efficient manner because video means a huge series of the image sets.

2. Assumption for study (Hypothesis)

The assumption for the study is designed in the form in which one can use best encryption and decryption
techniques to secure the data in the private cloud. The assumption can be dividing into five major sections. Each section
is able to represent the steps and procedures of the encryption and decryptions process. Each and every steps or section
tries to ensure the policy of secrecy safe and secure in the favor of data security. The accompanying suspicions have
been mulled over:

e The algorithm would utilize 25 move keys from 1 to 25. Each move key would move the characters as indicated
by its esteem.

o All the letter sets have been kept in one gathering and all numbers and uncommon characters (aside from
accentuations) have been kept in another gathering. The information bunches have been appeared in Table.

e Ininstance of letters in order we can move them to 25 areas as indicated by 25 move keys. Essentially numbers
and extraordinary characters can likewise be moved to 25 areas in same way. The courses of action of the 26
letter sets and 10 numbers and extraordinary characters are assembled together according to the necessities of
the proposed algorithm.

Encryption and decoding both processes will dependably be from starting to the last.

e Aclear space between the message words partitions the message into various squares. Each square is dealt with
distinctively and another move key is produced for each square.

3. Two Level Image encoding scheme using RBBLES Algorithm

The proposed work will now implemented with a dual side synchronized process of data communications. In
this proposed work, two level RBBLES (Swamp Computing,2012) algorithm has been applied to encode gray scale
image.

e Text Encoding / Encryption: In the cases of text encoding, single level RBBLES algorithm is enough to encode
values. The algorithm can alter each single character in the text. It is noted that the text having no visual
information.

e Image Encoding / Encryption: Where as in the cases of image, changes the pixel value leads to distortion of
visual information which needs to be retain. In this proposed encoding scheme two levels of RBBLES algorithm
is deployed with two different keys. One key is predefined and another key is shared key (required during data
sending).
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Figure-1: Two Level Image encoding scheme using RBBLES Algorithm

Pre defined (KEYrp) and shared key (KEY sy) both are of 4 bits. To provide extra security, KEY sy is not needed
to send directly to the receiver rather result of bit wise XOR operation between KEYpp and KEY sy thatis KEY xor Which
needs to is sent to the receiver along with the encoded image.

Receiver side will perform the XOR operation between KEY pp and KEY xor to recover the KEY s.Now receiver
has both the key that is KEYppand KEY sy for decoding.

4. Experimental with MATLAB:

To examine the result which obtained from the experimental according to algorithm proposed here in the study.
We are taking some standard images and apply the algorithm and received the details of changes by the help of MAT
Lab tools / software support.
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5. Comparison with Existing Algorithms:
Table provides the comparison of the proposed algorithm with the existing algorithms and also provides key
size and block used for effectively implementing the algorithm.

. Plain Cipher - Number of | Encoding of
Algorithm Text Text Key size Rounds secret key Advantages
1. Less number of
DES _ _ o Enceded with | Computations.
Algorithm 64 Bits 64 Bits 36 Bits 16 Founds meszsage and | 2. Simple and Fast.
: passed. 3. Cryptanalyzis iz
difficult
- 1. hibre Reliable.
Encoded with
IDES : . . 43 DES 2. Longer ke length.
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AES _ _ 128/192 10/12/14 Encoded wath | 1. Rehable.
{léuﬁthm 128 Bit= 123 BEit= :56 Bi;, Rounds meszage and | 2. Longer kevwlength
- - respectively passad. supported.

—_— Encoded wath "
fh“_ .ﬁSh 64 Bit= 64 Bit= _1_4—13 16 Founds. | message and ,1, Fast and secure.
Algorithm Bits — 2. Compact

1. Simple and fast
. 2. Data dependent
RC 5 sved | 3wed128 | 02040 | . | ERC0dedWB o pkions. o
Algorithm 128 Bits Eits Bits - . 3. Adaptable to
passed. -
processors of different
wiord length.
. . - Diiffarent kev= 1. Offering high-
E34A Mnmum | Mnimom | 512-1024 Variable for :I'I.-:D-Ii'i;l_E performance.
Algorithm 312 Bite 312 Bit= Bits - and decoding, | & Delivering broad
i =" | platform support.
1. Random generation of
secret kewr
Proposed Fandomly | 2. No requirements of
Randomized 123 Bits 128 Bits | 43/36 Bit= Variable Generated at | passing and encoding the
Algorithm both ends ey
3. Le=z number of
Computations.

Table 1: Comparison from other algorithm

6. CONCLUSION:

On comparing with the existing algorithm it is being found that the secret key size is minimum for the
randomize algorithm so a lesser time is consumed in order to encrypt a message with the algorithm and decreasing
reliability is managed by randomly generation of key on both the ends. So the method given in the study is acceptable
for the implementation of further action.
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