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1. INTRODUCTION : 

By the end of 2025, over 30 billion devices are expected to be 

connected to the Internet [1]. The potential that IoT has to 

enhance corporate operations and spur growth is the cause of 

this increase. The Internet of Things (IoT) is a network of 

interconnected physical objects that may be uniquely 

identified by intelligent objects or devices (like sensors) that 

are connected to the Internet in a variety of environments and 

could produce events [2, 3]. Thus, to facilitate data exchange 

across nodes, security measures such as key management, data 

protection, secure sessions on communication establishments, 

dependable hardware/software patches, monitoring, and 

auditing must be implemented on IoT nodes. IoT security is 

directly impacted by data exchange amongst IoT nodes, which 

is mostly dependent on the reliability of the data and the 

quality of service provided. For instance, millions of Internet 

of Things devices infected with the Mirai malware were the 

source of a distributed denial of service (DDoS) attack. Using 

a straightforward web application, many Internet of Things 

(IoT) devices, including smart home and closed-circuit 

television systems, were compromised by malware and 

deployed against the servers [4]. The initial lines of defense in 

Internet of Things environments are authentication and 

authorization (AA), which limit activities and actions [5]. By 

imposing user limitations and exposing vital resources to 

unauthorized parties, AA seeks to avoid breaches. 

Authentication, along with defense mechanisms against 

outside intrusions like man-in-the-middle attacks [6] and 

eavesdropping assaults [7, 8], is typically tailored to address 

various risks at specific network conditions. Malicious 

behavior, however, is erratic and cannot be addressed prior to 

every attack. To combat both external and internal dangers, 

AA provides security services. By continuously analyzing the 

connectivity patterns of nodes after effective initial 

authentication, machine learning (ML)-based AA is a 

promising tool to counter these threats. It allows security 

schemes to learn how to identify and counteract new and 

existing complex attacks efficiently, allowing any behavioral 

shifts from valid to suspicious to be observed. It is not practical 
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to directly apply ML algorithms on IoT devices due to resource 

constraints. Consequently, it is anticipated that effective ML-

based AA with feature reduction strategies will reduce 

resource consumption while maximizing data availability, 

accuracy, and efficiency [9]. 

 
1.1 Current Issues and Motivation 

A few securities need to be met to facilitate the widespread 

use of IoT [10, 11]. IoT security researchers must devote a 

great deal of attention to authentication and authorization 

since they are essential security features. Currently, many 

Internet of Things implementations use centralized client-

server architecture and connect to the cloud using the online. 

Cloud servers that identify, authenticate, and connect all 

devices accommodate large amounts of processing and 

storage. Interaction amongst Internet of Things devices even 

if they are nearby, they must pass through the cloud. One 

such model is vulnerable to coordinated attacks, delays, and 

outages that could impact the operation of the whole system. 

The limited resources of Internet of Things devices make the 

issue worse. Because they were not created for devices with 

limited resources, the existing best security practices cannot 

be used to secure the Internet of Things environment, 

leaving billions of devices vulnerable to attack. For certain 

IoT features (such as clustering, protocols, applications, data 

aggregation, services, architectures, resource allocation, and 

security for the time being), traditional methodologies are 

effective. AA systems that manage distributed access from 

many IoT nodes in a secure and efficient manner will be 

required soon. IoT has become an important component in 

many deployments, including smart parking, home, and 

industry systems, energy utilization management, traffic 

control, and remote health care services. Customers and 

service providers demand the privacy of their actions, and 

personal information in all such implementations. To win 

over users' trust, IoT needs to ensure complete security and 

privacy of its users. There is a dearth of research on ML-

based IoT security that concentrates on authentication and 

authorization, even though ML and IoT access management 

systems are currently important fields of study [12].  

 

1.2. Authentication and Authorization in IoT 

Two essential elements of online device and consumer 

protection are authorization and authentication. This makes 

these elements necessary for the deployment of IoT. 

because, at its most basic, the Internet of Things is just a 

network of connected gadgets—from basic sensors to 

sophisticated mobile devices and cars—that exchange data. 

The device identification process known as authentication 

verifies the legitimacy of the device client ID and ensures 

that it is unique to that device. A node (sensor node or user) 

that has been granted authorization can access resources like 

reading or writing data, executing programs, and 

manipulating actuators. Revocation or denial of access is 

also covered by authorization, particularly in the case of 

someone or something malevolent. Moreover, authorization 

offers a way to associate a particular device (or subject 

membership group of devices) with services. 

There are two different kinds of authorization and 

authentication procedures: one for users and one for devices. 

The authentication and authorization of devices is the main 

topic of this review study. A great illustration of this is a 

sensor. Device identity and authorization level are 

established through the AA procedures prior to the initiation 

of the communication session and the sensory data 

exchange. 

2. LITERATURE REVIEW 

IoT security-related topics have been the subject of several 

academic studies. For instance, writers in [13] provided an 

overview of IoT threat mitigation techniques using 

"autonomic security." These tactics were divided into three 

categories by the writers: self-healing, self-protecting, and a 

hybrid of self-defence and self-repair. They provided three 

descriptions of the use against various threats. Layers: 

analysis, processing, communication, and perception 

(Cloud). Similarly, Ref. [14] examined the protocols in place 

to manage Internet access and IoT confidentiality. Future 

directions, possibilities, and difficulties in IoT security were 

offered by the work. It did not, however, look at IoT 

authentication and authorization techniques in a methodical 

manner. Issues with security and confidentiality are looked 

at in [15, 16]. There is a discussion on IoT device limitations 

and related security solutions. Additionally, a categorization 

of Internet of Things attacks, and access control methods is 

provided. It does not, however, address IoT AA with nodes' 

dynamic behavior. The writers of [17] took a comprehensive 

approach to IoT by considering device architecture, security, 

and privacy. They offered difficulties for Internet of Things 

and edge computing applications. The authors of [18] 

discussed the significance of ML-driven techniques for 

Internet of Things security and privacy. In a different study, 

Ref. [19] investigated the efficacy of machine learning 

(ML)-driven strategies to detect intrusions in Internet of 

Things (IoT) networks by utilizing these techniques in 

intrusion detection systems, either through traffic 

classification or anomalies. Similarly, the authors [20] 

talked about the comprehensive study of privacy and 

security across the levels (physical, network, and 

application). Additionally, the authors outline the drawbacks 

of the existing ML-driven techniques and algorithms for 

Internet of Things security.  

 

 Table 1 recapitulates the research contributions related 

to the authentication and authorization found in the literature. 

 

References Authors Contribution(s) 

Yang et al. 

[16] 

Discussing IoT attacks, examining IoT 

access control systems and 

architectures, analyzing security 

challenges in various IoT layers. 

Lin et al. [17] A summary of the issues with security 

and privacy, as well as the difficulties 

with fog/edge computing and Internet of 

Things applications.  

Xiao et al. 

[18] 

Addressing the significance of ML-

driven techniques for IoT privacy and 

security by demonstrating how ML-
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driven security solutions are put into 

practice for IoT networks. 

El-hajj et al. 

[15] 

authentication domain. It offers an 

overview of the many different 

authentication techniques that have been 

put forth in the literature. 

Preeti et al. 

[19] 

This study investigated the feasibility of 

machine learning (ML)-driven plans to 

detect intrusions in Internet of Things 

networks by utilizing these techniques 

in intrusion detection systems, either 

through anomalies or traffic 

categorization.  

Hussain et al. 

[20] 

Talking about a thorough examination 

of privacy and security across the 

network, application, and physical 

layers.  

 

3. Machine Learning for IoT Security 
This section offers a succinct summary of some machine 

learning algorithms and how they are applied in the Internet 

of Things.  

 

3.1 Supervised Learning- In IoT networks, supervised 

learning algorithms are used for spectrum detection, channel 

estimation, adaptive filtration, and position determination. 

They work with labelled datasets. Regression and 

classification are the two distinct process types that are 

included in this group. Among the most often used 

classification methods are decision trees, random forests, 

naive Bayes, and support vector machines (SVM). 

Polynomial and logistic regression are two often used 

regression techniques. These algorithms, which forecast 

output based on the learnt model for every new observation, 

are also referred to as "instance-based" algorithms. For IoT 

security, supervised learning algorithms including SVM, 

DT, and naïve Bayes (NB) have been extensively utilized. 

For example, SVMs contain non-linear constraints for a 

solution model. However, SVM is ineffective for large data 

sets. Compared to SVM, random forest methods are easier 

to use and can adjust to a large dataset. 

It provides a higher level of accuracy and cuts down on 

prediction time [21]. Training takes longer than SVM and 

NB, though. Processing large amounts of feature-rich data 

and using a lot of memory are requirements for logistic 

regression and neighboring methods. Supervised learning 

techniques have been applied to IoT networks in the 

communication layer and cloud to identify intrusions and 

DDoS attacks. 

 

3.2 Unsupervised Learning – The unsupervised learning 

algorithms employ heuristics to identify patterns in the input 

data by analyzing unlabeled data. Unsupervised algorithms 

find anomalies, trends, and cluster classes. Classification 

algorithms are used in unsupervised learning to categorize 

the data. Unsupervised techniques in IoT can be applied 

without any prior knowledge of the intended result. K-means 

and hierarchical clustering are two common clustering 

techniques that are based on unsupervised machine learning 

algorithms. The most common method of clustering is K-

means clustering, which is based on a straightforward 

algorithm that creates clusters based on patterns found in the 

data points (e.g., normal or abnormal traffic). Same-size 

clusters are produced because of the cluster/edge groups 

forming around the centroids. However, defining the 

number of clusters during the clusters' creation is necessary, 

and this isn't always possible with accuracy and efficiency 

[22]. Unsupervised learning techniques, such K-means, are 

typically employed in the communication layer to identify 

anomalies and Sybil attacks. 

 

3.3 Reinforcement Learning - Reinforcement learning 

(RL) techniques discover the best combination of behaviors 

to maximize reward by experimenting with different actions 

in each context. This reward system helps to solve several 

IoT security problems [23]. To choose the best course of 

action in a particular condition, RL interacts with the 

environment and learns from experience without requiring 

any prior knowledge of the surroundings. While RL 

techniques are straightforward, it takes a while to find the 

best course of action. The primary concerns in dynamic 

Internet of Things network environments are this sluggish 

convergence and an ideal state transition function or policy. 

Unlike conventional methods like linear aggregation, 

reinforcement machine learning can adjust and respond to 

changes over time. A key component of creating an 

autonomous communications system that can effectively 

protect Internet of Things devices without interference from 

the outside world and is sophisticated enough to foresee any 

failures is illustrated by RL. By learning from the cloud or 

any other high-computational edge device's environment, 

reinforcement learning techniques (such as Q-learning) can 

be employed for IoT device authentication, jamming 

detection, and malware attack detection without the need for 

a previous training dataset [24, 25]. 

 

4. Taxonomy of ML-Based AA for IoT 

 
The suggested classification for AA in IoT is shown in this 

section. The suggested taxonomy is based on an analysis of 

numerous research studies that considered a number of 

factors when creating AA schemes for Internet of Things 

security. The research on AA can be grouped using the 

following classes based on the examination of the body of 

available literature. 

1. AA-based IoT Security Requirements  

2. Attacks and Risks for AA in IoT  

3. Techniques used for AA  

4. Characteristics of the AA schemes 
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Fig. 1-Taxonomy of ML-based AA for IoT 

 

4.1 AA-Based IoT Security Requirements- There are 

many different criteria for securing IoT networks because of 

the heterogeneity and restricted nature of IoT devices. The 

following are the IoT security prerequisites that must be met 

for any AA systems: 

• Light weightiness: The primary need for AA 

schemes in the Internet of Things is that they be 

small enough to function adequately for multiple 

IoT nodes under all energy conditions [26–28]. 

• Privacy Profiling and Tracking: One 

vulnerability that might lead to privacy profiling 

and tracking is the combination of an identity with 

a particular person [29]. Thus, prohibiting IoT 

operation is one of the main issues, and the security 

system must oversee safeguarding the privacy of 

the customers. 

• Robustness and Resilience: The IoT AA system 

needs to be robust and resilient to attacks because 

of the increasing number of attack vectors, IoT 

node failures, and agility. Additionally, security 

networks should be able to identify flaws and fix 

them right away by taking the appropriate action. 

• Heterogeneity: Networks and nodes inside the 

Internet of Things are diverse. Because of the 

properties of the end device, heterogeneity is a 

fundamental necessity for the AA scheme. 

Heterogeneity in AA systems will address 

problems with a variety of device kinds.  

• High Availability: Despite risks occurring within 

the Internet of Things network, the high availability 

of the AA Scheme verifies that all network services 

are fully available feasible [30].  

• High Accuracy: To access any IoT node and the 

network as a whole, a high degree of accuracy level 

of any AA scheme is necessary [31]. A high degree 

of precision in the authorization and authentication 

process will guarantee the system's overall high 

level of security.  

•  High Reliability: A crucial prerequisite for all 

authorization and authentication protocols is high 

reliability. The success rate of the method is what 

matters. It verifies that, for the duration indicated, 

every function within the IoT network is 

functioning properly. 

 

4.2 Attacks and Risks for AA in IoT  

For the purpose of protecting networks and devices in the 

Internet of Things (IoT), Access Authentication (AA) is 

essential. But when it comes to authentication methods, the 

Internet of Things environment poses several hazards and 

obstacles. The following are some typical AA attacks and 

dangers in Internet of Things environments:[32] 

• Phishing attacks – 

Credential theft: Attackers may deceive 

administrators or users into divulging their 

authentication credentials. 

Key Extraction: Via physical access or reverse 

engineering, attackers can obtain the keys from 

devices that use hardcoded or poorly protected 

credentials. 

• Attacks in Replay 

Replay of Authentication Data: To obtain 

unauthorized access, attackers may intercept 

authentication tokens or credentials and replay them. 

If session tokens are not unique or tokens are not time-

sensitive, this becomes very problematic. 

• Attacks by a Man-in-the-Middle (MitM) 

Intercepting and Modifying Authentication Data: 

Cybercriminals can listen in on and modify the 

authentication information that is transferred between 

devices or between a device and a server. 

Session Hijacking: If appropriate encryption and 

validation are not implemented, attackers may be able 

to take control of an ongoing session. 

• Attacks with a denial of service (DoS) 

Overloading the authentication server or device with 

too many requests can be the result of an attack and 

cause the service to become unavailable. 

 

4.3 Techniques used for AA  

In the context of the Internet of Things (IoT), access 

authentication (AA) refers to a number of strategies and 

procedures that make sure that only authorized users and 

devices are able to access the network and its resources. In IoT 

contexts, the following methods of authentication are 

frequently employed:[33] 

Password-Related Verification 

Description: To authenticate, users or devices need to provide 

their login and password. 

Difficulties: It can be challenging to manage passwords for 

multiple devices, and passwords may be weak or compromised. 

Top Techniques: Employ policies for passwords, create strong, 

complicated passwords, and think about combining them with 

additional authentication techniques (such multi-factor 

authentication). 

O Authentication: An open standard for token-based 

authorization and authentication is called OAuth (Open 

https://ijrcs.org/
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Authorization). OAuth makes it possible to grant access tokens 

to outside apps without disclosing user credentials. 

Benefits: Often utilized for web and mobile apps, it permits 

secure assigned access. 

Versions: OAuth 2.0 (often used), OAuth 1.0a. 

OpenID Connect is an authentication layer that is based on 

OAuth 2.0 and offers a standardized method for user 

authentication and identity retrieval. 

Benefits: Offers single sign-on (SSO) and user authentication. 

ID tokens and user data endpoints are the components. 

Kerberos Overview: Kerberos is a network authentication 

protocol that enables nodes to safely identify themselves over 

an insecure network by using tickets. 

Benefits: Mutual authentication is offered, guaranteeing server 

and user authentication. 

Ticket Granting Ticket (TGT), Service Tickets, and Key 

Distribution Center (KDC) are the components. 

 

4.4 Characteristics of the AA schemes 

In the context of the Internet of Things (IoT) or any other 

system, access authentication (AA) schemes must have a few 

essential features to guarantee that they are efficient, safe, and 

appropriate for the intended use. The following are the main 

traits of AA schemes:[34] 

• Confidentiality: Provides protection against 

unauthorized access to authentication data, including 

tokens, keys, and credentials. 

Application: Encrypt data before sending it and while 

storing it. Use safe storage procedures and keep private 

information hidden. 

• Integrity: Ensures that unapproved parties cannot 

change or tamper with authentication data. 

Application: To guarantee that the data is not changed 

during transmission or storage, use digital signatures 

and cryptographic hash algorithms. 

• Authenticity: Assures that people or devices are who 

they say they are by confirming their identification. 

Use robust authentication techniques, such digital 

certificates, biometric verification, and multi-factor 

authentication (MFA), in your implementation. 

• Non-Repudiation: Assures that the device or user 

cannot retract their participation in the actions taken or 

their involvement once authentication has been 

completed. 

Implementation: To generate an audit trail of 

authentication events, employ digital signatures and 

logging systems. 

• Scalability: The authentication system's capacity to 

accommodate a growing number of users or devices 

without seeing a decrease in performance. 

Implementation: Create scalable authentication 

structures that handle large-scale deployments by 

using cloud-based or distributed systems. 

 

5. Open Issues, Challenges, and     

Future Directions 
 

IoT is thought to be: (a) highly complex, with frequent and 

quick changes to the security requirements of network entities; 

and (b) highly heterogeneous, with a wide range of network 

entity types and characteristics. Therefore, before ML-based 

AA is integrated into IoT to increase security, several concerns 

must be resolved. An AA process uses a wide range of 

encryption techniques, including hash keys, XOR-based 

encryption, Elliptic-curve cryptography (ECC), using a smart 

card, and biometric technology. Any newly created AA scheme 

should aim to be small and protect IoT nodes from assaults by 

considering the little amount of space and low processing power 

factor seen in IoT devices. [35]. 

• Resource Constraint and Robustness of Authentication 

Protocols: The end nodes with the fewest resources are the 

sensors (low battery capacity, limited processing 

resources).  

The protocols must be simple and balance resource use 

with security.  

Low computation costs should also be considered in the 

design of IoT authentication systems, particularly in 

resource-constrained and IoT framework environments. 

This emphasizes the requirement for lightweight 

encryption methods and protocols to be implemented in 

authentication systems. Robustness against potential 

attacks such as Sybil, node capture, interpret, password 

identification, message breaches, brute forces, broker, 

protection, collision, and text selection is a need for the 

authentication methods. 

• Authorization for Every Service: User identities are 

required to gain access to many services, however 

certain identities are exclusive to a particular service. 

As a result, based on the many services that want to be 

able to access and use identity data, a scheme needs to 

offer a way to gain access to the device. As a result, 

sharing user information between system services is 

either prohibited or requires adherence to each 

service's authorization guidelines. 

• Sharing Data to reduce on Overhead: In devices 

with limited resources, especially, communication is 

greatly impacted by the overhead of authentication 

procedures. Communication partners should exchange 

fewer communications with each other. Because IoT 

devices have limited capacity, the message should be 

as quiet as possible. 

• Anonymity: Because of the considerable data 

exchange involved with IoT, anonymity is a major 

problem. An attacker might target the Internet of 

Things (IoT) network to get information about IoT 

nodes, which could divulge vital data, such as medical 

records. As an alternative, a hacker can locate a person 

or item and damage the gadgets or their characteristics, 

particularly in a mobile network. Future research can 

concentrate on data anonymization and create an open 

Internet of Things security procedure.[36]. 

 

6. Conclusion  : 
IoT is spreading quickly across a variety of industries. Given 

the recent attacks on the IoT network, which demonstrate 

how vulnerable IoT networks are, this raises grave worries 

about the security of IoT devices. IoT networks have the 

potential to greatly endanger end users by increasing the 

vulnerabilities in the current IoT network if they are not 
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properly secured. Based on a thorough examination of IoT 

networks' risks related to authorization and authentication, 

as well as how new and old approaches evolve and get 

better, the flaws can be reduced. This analysis offered a 

thorough analysis and suggested a thorough taxonomy of 

AA in Internet of Things networks. We examined many 

facets of AA using broad and ML-driven approaches based 

on the taxonomy to examine how AA can enhance the IoT 

ecosystem. Security and pinpoint possible areas for further 

study. IoT architecture considering AA methods are also 

covered, with an emphasis on different types of threats and 

assaults in every IoT layer. The For ML-based IoT 

applications, requirements and current difficulties have also 

been examined.  However, the researchers have not 

considered basic performance parameters like the delay and 

the location for IoT node authentication in the majority of 

ML-based IoT AA schemes. Moreover, the literature 

contains relatively few ML-driven permission techniques. 

Therefore, to increase the security of the Internet of Things, 

it is imperative to look into ML-driven AA schemes while 

taking standard and ML performance measures into account. 

These metrics include the perception, communication, data 

processing, analysis, and application layers. In addition, 

architectural strategies like hybrid approaches, which go 

beyond centralized or solely distributed systems, can be 

employed in conjunction with machine learning for IoT 

authentication. 
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